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ABSTRACT

In this paper, we propose an improved autocorrelation function (ACF) based watermarking. The autocorrelation
function based watermarking has been known to be one of the effective watermarking schemes that are resilient
to geometric transform attacks. In this watermarking scheme, both the peaks in the autocorrelation function of a
marked image and the embedded watermark should survive after various attacks. Generally, the autocorrelation
peaks are less robust than the actual watermark signal. The main focus of this paper is the improvement of the
robustness of the peaks in an autocorrelation function. Since an original image and the detector structure are
available at the embedding time, instead of simple addition of a watermark to an image, the watermark embedder
analyzes the original image and uses this information actively during the embedding process so that the marked
image has higher periodic autocorrelation peaks. The proposed watermarking scheme has higher robustness than
a conventional ACF based watermarking against geometric attacks that are combined with removal attacks.

Keywords: Image Watermarking, Geometric Attack, ACF based Watermarking, Watermarking with Side In-
formation

1. INTRODUCTION

There has been rapid growth of digital multimedia markets in last decade. Movies, music and the other multime-
dia contents are digitized and distributed via networks. Digital media has many advantages over analog media.
It can be easily copied without loss of fidelity and edited. However, these advantages also make illegal copy or
forgery of copyrighted media easier.1, 2

During the past several years, the digital watermarking has been considered as one of the possible solutions for
multimedia copyright protection.1 The basic requirements of the digital watermarking are the imperceptibility
and robustness. There are several types of attacks such as removal attacks, geometric attacks and protocol
attacks that make the watermarking system fail.15 Among these attacks, the geometric attack is considered to
be one of the strong attacks. In the spread spectrum watermarking,3, 14 the synchronization of an embedded
watermark signal is very important. Even slight rotation or scaling of the marked image can result in the
detection failure. In addition, that the geometric attacks can be applied without large amount of image quality
degradation.

There have been many researches about the geometric attack resilient watermarking.4–10, 12, 13 However,
there is no perfect solution yet. Even though some of them show satisfactory performance against geometric
attacks, they are not robust against the geometric attacks that are combined with removal type of attacks. For
example, most of those watermarking schemes fail to detect the embedded watermark after geometric attack
with JPEG compression.
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In this paper, we propose an improved ACF based watermarking. In,7 the authors claim that only the ACF
based watermarking scheme is the robust watermarking scheme against the combined attack of JPEG compression
and geometric attack. The basic requirement of the ACF based watermarking is that both autocorrelation peaks,
which is used for geometric transform estimation and reversion, and an embedded watermark signal should be
robust. However, the autocorrelation peaks are less robust than the watermark signal against general removal
attacks such as JPEG compression. This implies that the overall robustness is more dependent on the AC peaks
than the embedded watermark in the case of combined attacks. Thus, by improving the robustness of the peaks
we can achieve higher robustness against the removal attacks combined geometric attacks. In this paper, we use
the watermarking with side information mechanism11 to improve the robustness of the autocorrelation peaks.
The proposed scheme uses the statistics of the original images more actively in embedding time to guarantee
more robust autocorrelation peaks.

The experimental results show that the proposed scheme provides higher robustness by maintaining the high
peaks against geometric and removal combined attacks than the conventional ACF based watermarking, while
maintaining the same degree of image quality.

2. PROBLEM STATEMENT
In many cases, the geometric attacks are accompanied with other attacks. Printing and scanning process is a
good example. While scanning of a printed image, slight rotation, scaling and shift of the image is occurred.
The printing and scanning also cause D/A and A/D conversion. Thus, during this process, geometric transforms
are accompanied with D/A and A/D conversion. Another example is the compression. Because the multimedia
data have large size, the compression is crucial for the store and the transmission of multimedia data. The
geometrically transformed images are also generally stored after compressed. Because the compression is also
the removal attack in the aspect of watermarking technology, this type of attacks can be viewed as a removal
attack combined geometric attack.

Although the ACF based watermarking scheme has been known as the most robust watermarking against
combined attack,7 it is still not enough. The ACF based watermarking scheme has two phase detection procedure.
The first phase is the geometric transform estimation and reversion using the autocorrelation function of the
estimated watermark. Because of the multiple watermarks, there are high peaks in the autocorrelation function.
The peaks pattern explains the geometric transform that the marked image has undergone. The second phase
is the actual watermark detection. This two phase detection procedure requires not only robust watermark
detection but also robust autocorrelation peaks detection. If a watermarked image is attacked by both geometric
attack and removal attack, detection failure in either peaks or watermark can result in overall detection failure.
Therefore, for the robust watermark detection, both peaks and watermark detection should be guaranteed.

The autocorrelation peaks are less robust than the embedded watermark signal. Figure 1 shows this situa-
tion. In this example, a basic watermark pattern is generated using the spread spectrum coding and periodically
embedded in an image. In this figure, the actual watermark detection response is much higher than the au-
tocorrelation peaks. (The central peak in figure 1, (a) is not considered because that is autocorrelation result
in (0, 0) offset.) For this reason, the overall robustness is more dependent on the autocorrelation peaks. For
example, consider a removal attack that is strong enough to remove autocorrelation peaks but not strong enough
to remove embedded watermark signal. If a marked image that had been marked by an ACF based watermarking
is attacked by the removal attack and slightly rotated, then the watermark detection will fail even though the
watermark signal still remains in the image. Moreover, because the applied removal attack is not so strong and
the slight rotation does not affect the perceptual quality of image, the quality of attacked image may still be
in acceptable range. That is, the attacker can easily pirate the marked image by removing the peaks without
degrading image quality too much.

3. IMPROVED AUTOCORRELATION FUNCTION BASED WATERMARKING
WITH SIDE INFORMATION

3.1. Basic Idea
The two phase detection procedure of the ACF based watermarking can be mathematically modelled as equation
1 and 2. In the equation 1 and 2, <> represents a correlation operator. Equation 1 represents the first step



(a) Autocorrelation peaks (b) Detector Response

Figure 1. Autocorrelation peaks vs. Detector response

of the detection procedure. If we define the extracted signal at the detector as w + n, where w is a watermark
signal and n is a noise, the autocorrelation of the expressed as equation 1. In the right side of the equation, only
< w,w > is meaningful term for the detector, because the w is constructed periodically. Since n is just random
noise, < w, n > and < n, n > are just interferences. Equation 2 represents actual watermark detection. In this
equation, there are only one interference, < w, n >. This is the reason why the detector response of watermark
is much higher than that of the autocorrelation peaks.

< w + n,w + n >=< w, w > +2 < w, n > + < n, n > (1)

< w + n,w >=< w, w > + < w, n > (2)

If we can control the noise n, then we can get much higher performance. For example, if we make n be
a periodic signal, then the < n, n > also shows periodic high peaks. At last, only < w,n > acts a role of
interference in equation 1. This improves the autocorrelation results. Fortunately, we have an original image at
the embedder and the information of the detector. Thus, we control the noise signal n to improve the detector
performance.

3.2. Embedding Process

3.2.1. Overall Structure of the embedding process

Figure 2 shows the overall structure of the embedding procedure. At first, a pre-estimation signal (E) is extracted
from an original image. This signal is extracted using the Wiener filtering17 that is used for watermark extractor
at the detector. A periodic watermark (W ) is generated using a user key and an embedding message. Then, the
pre-estimated signal (E) and the periodic watermark (W ) are mixed by mixing function into a new signal that
is statistically similar to the watermark. During the mixing process, the statistics of the pre-estimated signal
are utilized in a way that the mixed signal has higher self-similarity. (In this literature, the ’self-similar signal’
means that all blocks in the signal are similar to each other when the signal is segmented into the blocks of same
size. Thus, the more self-similar a signal is, the higher autocorrelation peaks are obtained.) Finally, the mixed
signal replaces the originally extracted signal E in the original image.
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Figure 2. Overall structure of proposed watermarking

3.2.2. Mixing Function

The mixing function of the proposed scheme follows two steps. In the first step, the pre-estimated signal (E) is
modified to have high periodic autocorrelation using its own statistics. In the second step, the periodic watermark
signal and the modified signal is mixed.

In the first step, the pre-estimated signal is segmented into several blocks (v1, v2, . . . , vn) with the same size
as in figure 3. The size of the segmented blocks is same with the basic watermark block. The segmented blocks
are modified to have higher cross-correlation between each block. This makes the pre-estimated signal have high
autocorrelation peaks. That is, in equation 1, the < n, n > term is changed to a meaningful term.

Figure 3 describes the geometric interpretation of this process. In this figure, each vector point in the
space represents each segmented block in the pre-estimated signal. To get higher cross-correlation between each
segmented vector, we define a reference vector first and modify each vector to have small angle with the reference
vector. In this procedure, the selection method of the reference vector is important. If the reference vector is
selected without consideration of the statistics of the pre-estimated signal, then the modification distortion may
be too high to get some degree of the cross-correlations.

A reference vector (S) is selected according to the distribution of the segmented vectors. To minimize
modification distortion, the reference vector should have the direction to which majority of the segmented
vectors are distributed. To obtain the reference vector, the bipolar mapping is applied first to each segmented
vector. An element of the bipolar vector is set to 1 if the corresponding value of the segmented vector is positive,
0 for 0 and -1 for a negative value. The bipolar vectors are accumulated. Then, the accumulated vector reflects
the distribution of the segmented vectors. We use the accumulated vector as a reference vector. Equation 3 and
4 represent the reference vector construction method.

S(m,n) =
X/M−1∑

i=0

Y/M−1∑

j=0

Eb(m + i×M, n + j ×M), {0 ≤ n,m < M (M ×M is the block size)}, (3)
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Figure 3. Geometric interpretation of first step of the mixing function

where Eb(x, y) =





1 E(x, y) > 0
0 E(x, y) = 0
−1 E(x, y) < 0

, {0 ≤ x < X, 0 ≤ y < Y (X × Y is the image size)} (4)

Once the reference vector is selected, each vector (v1, v2, . . . , vn) is modified to (v∗1 , v∗2 , . . . , v∗n) as in figure
3 so that the normalized correlation between the reference vector and each segmented vector as equation 5
is maximized with acceptable modification distortion. Finally, the modified vectors (v∗1 , v∗2 , . . . , v∗n) construct
modified signal E∗. Then, E∗ has high periodic autocorrelation peaks.

Corr(S, vn) =
S · vn

|S||vn| (5)

The second step of mixing function is the weighted summation of modified signal (E∗) and periodic watermark
(W ) as equation 6. In this paper, we uses a random number sequence with normal distribution (N(0, 1)) for
basic watermark pattern (W ◦).

E′ = αeE
∗ + αwλwW (6)

Finally, the marked image (I ′) is obtained by replacing the pre-estimated signal (E) in the original image (I)
by the mixed signal (E′) as equation 7.

I ′(x, y) = I∗(x, y) + E′(x, y), where I∗(x, y) = I(x, y)− E(x, y). (7)

3.3. Detection Process

The detection scheme follows the conventional ACF based watermarking detection scheme. A brief description
is as follows.

1. Extract the embedded watermark from the marked (possibly corrupted) image using Wiener filter. Mixed
self-similar signal would be extracted since the same signal extractor is used as in the embedding procedure.



2. Calculate the autocorrelation function of the extracted watermark.

3. Using the autocorrelation peak pattern, make the extracted watermark signal to its original orientation
and size.

4. Detect the watermark from the adjusted signal.

3.3.1. Peak Detection

The peak detection is performed in two steps. Firstly, local maximums are found in the autocorrelation function.
This process removes many high autocorrelation points that are not correct peaks. In the autocorrelation
function, many high autocorrelation values may exist that are not the correct peaks. For example, when the
image is rotated, the border of image after rotation makes high autocorrelation line. Moreover, an actual
periodic peak is not restricted at exact one point in the autocorrelation function after some attacks. Thus, we
need preprocessing to remove such false peaks.

After this preprocessing, we have some candidates of the real peaks. We select real peaks using equation 8
among the peak candidates. The threshold is adaptively decided. In the equation, AF represents the autocorre-
lation function, µAF is the mean of the autocorrelation function, a is a constant and σ is the standard deviation
of the autocorrelation function.

AF (i, j) > µAF + aσAF (8)

4. EXPERIMENTAL RESULTS

4.1. Test Environments
We tested and compared our scheme with a conventional additive ACF based watermarking scheme as equation 9.
Although previous papers about ACF based watermarking uses various masking model and watermark pattern,
the proposed method is not dependent on those parameters. That is, the the various parameters also applicable
to the proposed method. Therefore, for fair comparison, we used the same watermark and same masking function
for both scheme.

I ′ = I + αλW (9)

For calculating the local weighting factors, NVF (Noise Visibility Function)16 was used. Watermarks were
embedded into the 512 × 512 Lena, Pepper and F16 images using both schemes respectively. The size of basic
block of the watermark was set to 128 × 128. The normalized correlation was used for the autocorrelation
measure.11

4.2. Robustness of the Autocorrelation Peaks and Actual Detection Test
We tested average autocorrelation on valid peaks. Figure 4 shows the average autocorrelations on the valid
peaks except (0, 0) offset according to the PSNR of the marked images. As shown in the graphs, the proposed
scheme shows higher autocorrelation than additive scheme on valid peaks with similar image quality. This high
autocorrelation peaks enable the watermark detector to correctly estimate the geometric transform and reverse
it.

Figure 5 and 6 show simple test results after combined attack. A peak detection result after combined attack
is shown in figure 5. Peak detection is tested after the marked Lena image is compressed by JPEG quality
50 and rotated by 5◦. As shown in the figure, the proposed scheme shows much clear peak. In the case of
additive scheme, it is impossible to estimate geometric transform correctly with this peak pattern. We tested the
detector responses after manual reversion of the geometric transform. Figure 6 shows the detector responses of
both scheme. As shown in the figure, both schemes show high detector responses. The proposed method shows
relatively lower detector response than the additive method, however, it is still high enough to detect watermark
correctly. This results show that the additive scheme fails to detect watermark after the combined attack even
the watermark still exists. However, the proposed scheme successfully detects the watermark after same attack.
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Figure 4. Average autocorrelation on valid peaks in Lena Image

proposed (PSNR) additive (PSNR)
JPEG Lena 9 6

+ Rotation Pepper 9 9
(9 images) F16 6 0

JPEG Lena 15 14
+ Scaling Pepper 15 15

(15 images) F16 14 5

Table 1. Watermark detection results after combined attacks. (The PSNR of the marked images are 39dB)
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Figure 5. Peak detection results after JPEG compression (quality=50) and rotation with 5◦

(a) Proposed (b) Additive

Figure 6. Detector response after JPEG compression (quality=50) and rotation with 5◦



Table 1 shows the overall watermark detection test results after combined attacks. The test images were
marked by both methods and attacked by following attack processes. First of all, the marked images were
compressed by JPEG quality factor of 50%. Then, the compressed images were rotated by 5◦, 10◦, . . . , 45◦. The
compressed images were also scaled to 75%, 85%, . . . , 150% of the original image size. For the peaks detection,
the constant a is set to 5 in equation 8. In this test, we supposed that the estimation of the geometric transform
was successful only when one or more rectangular peak patterns were correctly detected as in figure 5, (a). As
shown in the results, the proposed scheme shows better detection results than the additive scheme. Especially,
in the case of F16, the additive scheme shows very poor detection results. This is because rectangular peak
patterns are rarely detected, although some of correct peaks are detected.

5. CONCLUSION

In this paper, we proposed an improved autocorrelation function based watermarking. The proposed water-
marking scheme improved the robustness of the autocorrelation peaks, which play a role of self registration
of geometrically transformed image. Instead of simple addition of a periodic watermark to a host image, the
proposed watermarking scheme uses the information of a host image more actively during the embedding time
so that the detector get higher autocorrelation peaks from the marked image. A pre-estimated signal that is
extracted using the watermark extractor at embedding time is analyzed statistically, and then this pre-estimated
signal is modified to have high autocorrelation with minimum distortion. Experimental results shows that the
proposed method provide more robust autocorrelation peaks than an additive method. The robust autocorrela-
tion peaks result in the robustness against geometric and removal combined attacks.
For the future study, we will investigate more efficient mixing function. In this paper, we only consider the
autocorrelation of the extracted watermark. We expect to devise more effective mixing function not only for
the autocorrelation peaks but the detector response by taking account of the correlation between the extracted
signal and the watermark signal.
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